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Singapore’s Cybersecurity Act 2018:
A New Generation Standard for Critical
Information Infrastructure Protection

E. Gorian®®

Vladivostok State University of Economics and Service,
41, Gogol Street, Vladivostok 690014, Russian Federation
ella. goryan@vvsu. ru

Abstract. National mechanisms of critical information infrastructure
(CII) protection differ depending on the information assets, authorities’ powers,
methods of regulation, etc. Singapore implements the state-driven approach for
CII protection that is balanced and calibrated in order to harmonize the efficient
powers of authorities with the burdens imposed on IT industry parties. Singa-
pore’s Cybersecurity Act 2018 (CSA) establishes a solid and precise framework
for the CII protection specifying three core aspects: constant cooperation of
public authorities and private sector in envisaging a CII system; broad author-
ities for prevention, management and response to cybersecurity threats and
incidents in Singapore, and compulsory licensing of cybersecurity services. It
emphasizes compliance with promulgated codes of practice and expresses
designation of CII and cybersecurity threats. The distinctive feature of the act is
its significant reduction of the compliance burden on cybersecurity professionals
and CII owners. As for the CII protection it’s important that computer systems in
the supply chain supporting the operation of a CII (i.e. data centre owners and
cloud services operators) will not be designated as ClIs. Thus the CSA illustrates
the narrow approach of law makers in envisaging its jurisdiction — it implies just
CII owners and not any network operators. Singapore is a first jurisdiction in
South-East region that has developed its cybersecurity legislation to impose
requirements on certain businesses to implement protections against cyberse-
curity risks into their computer systems.

Keywords: Cybersecurity - Critical information infrastructure -
CII protection - Jurisdiction
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Communication networks are a significant element of the modern life. The vast
majority of liaisons within the communities, the business environment, the state or the
international community are allocated exclusively in such networks. They are the
pillars of the information society and an essential part of the single digital market.
Some of them are critically important for the national security reasons as they provide
vitally important resources or support their movement. Such information infrastructures
are critical for the people’s convenience and even existence [1] and therefore they are
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considered as critical information infrastructures (Clls). Clls are the frequent targets for
cyber-attacks so the states try to cope with these threats and to search for the adequate
structures and processes that could optimally tackle the new cyber risk while protecting
core civil rights [2]. In general the situation with CIIs protection on the national level
sounds like satisfying. The main trend of delegating responsibility to cyber security
authorities, emergency agencies or national regulators which are responsible for
operational tasks is being observed. Many of those authorities are responsible for
additional tasks on the strategic or political level, such as the development of strategy
papers, supervision of the national computer security incident response team or the
proposing legislation. Still the half of the national mechanisms have established
institutionalized forms of cooperation in forms of public-private partnerships in spite of
the fact that the private sector bears responsibility for ensuring network resilience and
moreover it participates in the regulation of national information security by providing
technical expertise [3]. For all states the critical sectors with the strongest regulations
are the telecommunications, finance and energy sectors. Not all the states conduct a risk
assessment on a national level. They imply the policy of imposing the responsibility for
the risk assessment on sector-specific agencies or on the individual operators [4].
Therefore national standards of CIIs protection differ from the simplest to the advanced
ones. It is a fact that states that play a leading role in international economic relations
and digital markets are constantly developing their national standards of CIIs protection
in order to ensure not only the interior business and community liaisons but also a
global supply chain.

Being a most connected nation in a world, Singapore is also an international centre
of exchange and commerce. That makes it a perfect target to cyber threats and attacks
with more severe consequences for the public order and economics of Singapore then
for any other state. Therefore Singapore legislature presented a Cybersecurity Act
(CSA) in 2018 following the harsh and productive public debates with private sector
involved. It is considered as a new generation standard for protection of CllIs that
makes it an object of close attention of professionals from different spheres.

2 Methodology and Literature Review

Please note that the first paragraph of a section or subsection is not indented. The first
The methodology for this study comprises of two groups of methods: the general
scientific ones (system-structural, formal-logical and hermeneutical methods) and the
special legal methods of cognition (comparative legal analyses and formal-legal
method). In order to obtain the most reliable scientific results they were used in complex.

CII protection system demands including stakeholders from the public and the
private sectors. In many states CII is operated by private entities which are connected
internationally through the participation in the entire supply chain. Héyhti6 and Zaerens
(Hayhtié and Zaerens 2017) introduce a management model which enables a network
wide protection for critical infrastructure in a contractual environment between the
actors with different business domains and functions in a supply chain [5]. Such
management model can be used to assess financial differences between centralized and
decentralized protection of critical infrastructure.
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Singapore’s Cybersecurity Act 2018 3

Because of its operative capacity, the private sector has come to be understood as
the expert in network and information systems security, whose knowledge is crucial for
the regulation of the field. Farrand and Carrapico (Farrand and Carrapico 2018) identify
the shifting role of the private sector in the CII from one of a victim in need of
protection in the first phase, to a commercial actor bearing responsibility for ensuring
network resilience in the second, to an active policy shaper in the third, participating in
the regulation of NIS by providing technical expertise [3].

Every state develops its own model for CII protection (the physical one primarily)
and it requires the methodological approaches to be used. It helps to estimate hazards
and threats to the infrastructure objects. Bobro (Bobro 2018) emphasizes the necessity
of all hazards approach (considering the threats of any origin and directionality). The
threats model must use not only the violator’s model, but also the object’s model and
the model of socio-political situation [6].

The nature of cyberspace and its constant evolution are the key factors of devel-
opment the adequate structures and mechanisms within the state machine. Matania,
Yoffe and Goldstein (Matania et al. 2017) outline the necessity in the next phase of
evolution of governmental structures — the formation of a single civilian entity with
concrete operational capabilities, responsible for defending the national cyberspace and
leading national cybersecurity efforts [2].

3 Hypothesis

Singapore is a first jurisdiction in South-East region that has developed its cyberse-
curity legislation to impose requirements on certain businesses to implement protec-
tions against cybersecurity risks into their computer systems. Taking into account its
leading role in regional and international economic relations and digitalization pro-
cesses the CSA clauses should be thoroughly considered and positive experience in
regulation of the mentioned sphere applied.

4 Results and Discussion

The internationally recognized definition of the critical information infrastructure is
very broad, such as European Commission in its Directive 2008/114/EC of 8§ December
2008 on the identification and designation of European Critical Infrastructures and the
assessment of the need to improve their protection considers information and com-
munication technologies systems that are critical infrastructures for themselves or that
are essential for the operation of critical infrastructures (telecommunications,
computers/software, Internet, satellites, etc.) [7]. In the Green Paper on a European
Programme for Critical Infrastructure Protection [8] the European Commission pro-
vides an indicative list of 11 critical sectors: Energy, Information, Communication
Technologies (ICT), Water, Food, Health, Financial, Public & Legal Order and Safety,
Civil Administration, Transport, Chemical and Nuclear Industry, Space and Research.
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4 E. Gorian

Therefore every state sets the criteria for the declaration of any data, database,
network, communications infrastructure, (or part thereof), or anything associated with
them as the CII. National authorities have to identify the CII and in this process of
identification they have launched different initiatives regarding this topic while others
are starting now to develop their own approaches [9]. That leads to the difference in the
national mechanisms of CII protection depending on the information assets, authorities’
powers, methods of regulation, etc. Within the EU Member States have highlighted
their own list of critical sectors based on the special characteristics and peculiarities of
each country, adding with some new: e.g. Austria excluded Chemical and Nuclear
Industry, France excluded Chemical and Nuclear Industry but included Industry; Italy
and Greece excluded almost all sectors except Energy and Transport; UK excluded
Public & Legal Order, Chemical and Nuclear Industry, Space and Research but
included Emergency services [9].

Analysts observe four different maturity levels with regards to CII activities across
the states. Level 1 is being characterized with the absence of activities related to the
protection of CII; states have identified only transport and energy as critical sectors. At
maturity level 2 the state identifies the information and communications technology
sector as one of critical sectors that should be addressed. At the level 3 states develop a
general methodological framework for the identification of critical information assets
with specific steps and responsibilities assigned to involved stakeholders. And the
highest maturity level 4 outlines the development of a definition for CII and estab-
lishment of specific criteria for the identification of CII assets. At this level states are
being considered as the mostly advanced in the area of the CII protection and have
taken specific measures for the identification and protection of CII assets [9].

The crucial factor for the CII protection is the effective collaboration between
public sector (Government & mandated Agencies) and the private sector, which often
controls numerous critical infrastructures. It is a common practice that the service
providers are defined by the mandated agency as operators of Clls: they offer certain
critical services to public, support the large scope of the population and the territory,
their risks may become the national ones. They are responsible for determining the core
processes, the respective applications and, as a last step, the network assets and services
(connectivity solutions) which are used to operate the respective applications. An asset
can be critical related to (a) the business value, (b) the scope of the population served or
(c) the technical dependence of critical applications and this classification depends on
the sector and the role of the CII [9].

There are two different approaches for an identification of critical services
depending on the leading role for such identification. The state-driven approach
assumes the leading role of the government agencies that have the mandate to identify
and protect CII and the operator-driven approach assumes the leading role of the CII
operators. The latter is performed in France, where the state identifies a list of operators
(called also ‘vital operators’), who are responsible to identify the individual critical
services and assets that comply with a number of risk analyses and risk management
directives. Then, the responsible ministries review the selected services and assets
along with the drafted CII protection plans. This is a pragmatic approach given the
current state of the art of CII identification since operators have a better knowledge of
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their infrastructures. It also represents a shift of the effort needed to the operator to
which is delegated the accountability [9].

The essence of standards for the CII protection implemented by the CSA in Sin-
gapore emphasizes cybersecurity as a default consideration, which means that devel-
opers of Smart City eco-systems will need to provide the reassurance and security
required within interconnected networks and devices in order for such eco-systems to
flourish. The Singapore’s emphasis of protecting CII mirrors the position taken in other
countries and regions, notably in European Union and in China, emphasizing the need
for parties who are interconnected within the eco-system in which CII owners and
operators operate to adopt a harmonized approach [10].

Singapore’s Cybersecurity Strategy distinguishes four core pillars. The first one is
to strengthen the resilience of ClIs by mobilizing businesses and the community. The
second pillar is the safety of cyberspace, where all cyber threats are countered;
cybercrime is combated and personal data are protected. The third pillar is a developed
vibrant cybersecurity ecosystem comprising a skilled workforce, technologically-
advanced companies and strong research collaborations, so that it can support Singa-
pore’s cybersecurity needs and be a source of new economic growth. And the last but
not the least pillar is the forging of strong international partnerships [11].

In 2016 Singapore has identified a list of CII sectors which are services (govern-
ment and emergency services, healthcare, media, and banking and financial services),
utilities (power, water and telecommunications), and transport (land transport, maritime
and port, civil aviation) [11]. In 2018 the CSA scoped the CII sectors within a term
“essential service”, which means any service essential to the national security, defense,
foreign relations, economy, public health, public safety or public order of Singapore,
and specified them in the First Schedule (46 in a list): services relating to energy, info-
communications, water, healthcare, banking and finance, security and emergency
services, aviation, land transport, maritime, media, and services relating to functioning
of Government [12].

The CSA defines “critical information infrastructure” as a computer or a computer
system that is necessary for the continuous delivery of an essential service, and the loss
or compromise of the computer or computer system will have a debilitating effect on
the availability of the essential service in Singapore; and is located wholly or partly in
Singapore (section 2, section 7(1)).

The designed framework for the CII protection is being headed by Commissioner
of Cybersecurity (Commissioner). Deputy Commissioner and one or more Assistant
Commissioners of Cybersecurity assist the Commissioner in the discharge of the
Commissioner’s duties and functions (section 4). Duties and functions of Commis-
sioner are stated in a Clause 5 of the CSA. They comprise among many others such
duties as identification and designation of CII, regulation of owners of CII with regard
to the cybersecurity of the CII (section 5(e)); establishment of cybersecurity codes of
practice and standards of performance for implementation by owners of CII (section 5
()); licensing and establishment of standards in relation to cybersecurity service pro-
viders (section 5(j)); establishment of standards within Singapore in relation to
cybersecurity products or services, and the recommended level of cybersecurity of
computer hardware or software, including certification or accreditation schemes (sec-
tion 5(k)).

ella.goryan@vvsu.ru



6 E. Gorian

The most sufficient parts of the CSA are parts 3, 4 and 5. Part 3 provides for the
designation of CII and the regulation of owners of CII with regard to the cybersecurity
of the CII. Part 4 provides for the taking of measures to prevent, manage and respond to
cybersecurity threats and incidents in Singapore. Part 5 provides for the licensing of
providers of licensable cybersecurity services. The Commissioner of Cybersecurity
office is responsible for implementing the provisions of above-mentioned parts.

As for the designation of CII the Commissioner may, by written notice to the owner
of a computer or computer system, designate the computer or computer system as a
CIIL. To ascertain if computer or computer system fulfils criteria of CII the Commis-
sioner has a power to obtain the necessary information from the owner of such com-
puter or computer system and to require the owner of a CII to furnish information
relating to CII. The CSA grants a right to withhold such information in a case it is
protected by law, contract, or the rules of professional conduct (section 8(5)). How-
ever, a contractual obligation remains an invalid excuse for refusing to disclose
information in the context of (i) an information request pertaining to a known CII or
(ii) investigations of cybersecurity incidents (section 19(6)). Under the CSA, the CII
owner will not be treated as being in breach of any such contractual obligation if the
disclosure was done with reasonable care and in good faith for the purpose of com-
plying with such an information request. However, these provisions still risk raising
concerns with businesses about protection of their commercially sensitive information.
The CSA requires owners of CII to report “prescribed” cybersecurity incidents or any
other incidents specified by the Commissioner. Previously, the Draft Bill required the
reporting of all “significant” cybersecurity incidents. Prescribed cybersecurity incidents
requiring notification will be set by the Commissioner [13].

The Commissioner is also empowered to issue written directions which may relate
to (a) the action to be taken by the owner or owners in relation to a cybersecurity threat;
(b) compliance with any code of practice or standard of performance applicable to the
owner; (c) the appointment of an auditor approved by the Commissioner to audit the
owner or owners on their compliance with this Act or any code of practice or standard
of performance applicable to the owner or owners; (d) such other matters as the
Commissioner may consider necessary or expedient to ensure the cybersecurity of the
critical information infrastructure (section 12).

The CSA requires audits at least once every two years and risk assessments once a
year for the affirmation of compliance of the CII with this Act and the applicable codes
of practice and standards of performance, to be carried out by an auditor approved or
appointed by the Commissioner (section 15). Clause 15 implies severe consequences in
a case of violation of this provision — the owner of the CII shall be guilty of an offence
and shall be liable on conviction to a fine not exceeding $100,000 or to imprisonment
for a term not exceeding 2 years or to both and, in the case of a continuing offence, to a
further fine not exceeding $5,000 for every day or part of a day during which the
offence continues after conviction.

The prevention of cybersecurity incidents is fulfilled by conducting compulsory
cybersecurity exercises for the purpose of testing the state of readiness of owners of
different CII in responding to significant cybersecurity incidents. The Commissioner
writes a direction and any person who, without reasonable excuse, fails to comply it
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Singapore’s Cybersecurity Act 2018 7

shall be guilty of an offence and shall be liable on conviction to a fine not exceeding
$100,000 (section 16).

On respond to cybersecurity threats and incidents the Commissioner empowered to
investigate and prevent cybersecurity incidents including the serious ones by (1) re-
ceiving signed statements, physical or electronic records and documents; (2) examining
orally any person who appears to be acquainted with the facts and circumstances
relating to the cybersecurity threat or incident; (3) appointing cybersecurity technical
experts etc. (sections 19, 20, 22).

Clause 23 empowers the Minister to authorize or direct any person or organization
to take emergency cybersecurity measures and comply with necessary requirements,
for the purposes of preventing, detecting or countering any serious and imminent threat
to the CII. Those measures or requirements (a) do not confer any right to the production
of, or of access to, information subject to legal privilege; and (b) have effect despite any
obligation or limitation imposed or right, privilege or immunity conferred by or under
any law, contract or rules of professional conduct, including any restriction on the
disclosure of information imposed by law, contract or rules of professional conduct.
The CSA obliges any person to meet the requirements of the specified person otherwise
he or she shall be guilty of an offence and shall be liable on conviction to a fine not
exceeding $50,000 or to imprisonment for a term not exceeding 10 years or to both.
Clause 23 comprises detailed specifications on different aspects of meeting the emer-
gency measures and requirements.

Another specific feature of the CSA that makes it a new generation standard is a
licensing framework for cybersecurity service providers. It is aimed to assure a safety
and security to consumers of cybersecurity services, to address information asymmetry
in the industry and to provide the improvement of the standards of cybersecurity
service providers and professionals. Section 24 details the main principle of the CSA -
no person to provide licensable cybersecurity service without license. Licensing
functions are assigned to the Commissioner who is responsible for the administration of
that framework. The licensable cybersecurity services are (a) managed security oper-
ations centre (SOC) monitoring service; and (b) penetration testing service.

Managed security operations centre (SOC) monitoring service is a service for the
monitoring of the level of cybersecurity of a computer or computer system of another
person by acquiring, identifying and scanning information that is stored in, processed
by, or transmitted through the computer or computer system for the purpose of iden-
tifying cybersecurity threats to the computer or computer system.

Penetration testing service is a service for assessing, testing or evaluating the level
of cybersecurity of a computer or computer system, by searching for vulnerabilities in,
and compromising, the cybersecurity defenses of the computer or computer system,
and includes any of the following activities: (a) determining the cybersecurity vul-
nerabilities of a computer or computer system, and demonstrating how such vulnera-
bilities may be exploited and taken advantage of; (b) determining or testing the
organization’s ability to identify and respond to cybersecurity incidents through sim-
ulation of attempts to penetrate the cybersecurity defenses of the computer or computer
system; (c) identifying and quantifying the cybersecurity vulnerabilities of a computer
or computer system, indicating vulnerabilities and providing appropriate mitigation
procedures required to eliminate vulnerabilities or to reduce vulnerabilities to an
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8 E. Gorian

acceptable level of risk; (d) utilizing social engineering to assess the level of vulner-
ability of an organization to cybersecurity threats (Second Schedule).

The CSA envisages three types of licenses depending on their conditions specified:
(a) general (conditions are applicable to all licensees); (b) specific (conditions are
applicable to a specified class of licensees); and (c) individual (conditions are appli-
cable to a specified licensee only). A license is in force for such period (not exceeding 5
years) as the licensing officer may specify in the license, starting from the date of its
issue. Such a discretionary authority of the Commissioner provides for the optimal
protection of the CII. A licensee is obliged to fulfill the requirements imposed by the
CSA (first of all it’s a duty to keep records of the information necessary for the CII
protection for three years) and is a subject of financial penalty if fails to comply with it
(a fine not exceeding $10,000 or imprisonment for a term not exceeding 12 months or
both).

The appeal authority in a licensing framework is a Minister and the Clause 35
provides for an avenue of appeal to the Minister against decisions made by the
licensing officer. The decision of the Minister on an appeal is final (section 35(7)).

5 Conclusions

Singapore implements the state-driven approach for the CII protection. At the same
time this approach is well-balanced and calibrated. The legislature has tried to har-
monize the efficient powers of authorities with the burdens imposed on companies and
private individuals in the IT industry. The CSA establishes a solid and precise
framework for the CII protection specifying three core aspects: (1) constant cooperation
of public authorities and private sector in envisaging the CII system; (2) broad
authorities for prevention, management and response to cybersecurity threats and
incidents in Singapore, and (3) compulsory licensing of cybersecurity services. It
emphasizes on compliance with promulgated codes of practice and expresses desig-
nation of CII and cybersecurity threats. The distinctive feature of the CSA is its
significant reduction of the compliance burden on cybersecurity professionals and CII
owners. As for the CII protection it’s important that computer systems in the supply
chain supporting the operation of a CII (i.e. data centre owners and cloud services
operators) will not be designated as CIIs. Thus the CSA illustrates the narrow approach
of law makers in envisaging the CSA jurisdiction — it implies just CII owners and not
any network operators. At the same time the CSA has created some temporary
uncertainties, for example, it contains a term “debilitating effect” (section 7(1)) refer-
ring to availability of an essential service. It is expected to be fixed in the upcoming
Cybersecurity Act’s Regulations containing detailed prescriptions relating to the
practical operation of the CSA: the process for the designation of CII, the standards to
be maintained by an owner of CII, the responsibilities and duties of an owner of a CII
and the type of changes that are considered material changes to the design, configu-
ration, security or operations of CII to be reported by an owner of CII [13, 14]. All
above-mentioned characterizes the CSA as a new generation standard for the CII
protection in a modern high-risk digital world.
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