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

We live in a time when cyberspace, as a part of a common 
information space, has become an important object of 
legal, political, economic, and social relations. Virtually 
every modern branch of science and technology uses 
digital technology and engineering. Therefore, since the 
beginning of 2000s, the theory has been gaining 
momentum and spread that by disrupting the operation 
of these networks, an entire state can be put out of action 
(BUDDKO, 2015). A number of incidents that became 
public, such as the massive attacks by hackers on large 
institutions and organizations around the world in 2017 
(IRWIN, 2018), explain the relevance of studying 
cybercrime around the world.  

President of the Russian Federation V.V. Putin, in his 
speech at the St. Petersburg International Economic 
Forum in 2017 (Vladimir Putin: Introduce digital 
technologies into all spheres of life // Official website 
of Rossiiskaia Gazeta, https://rg.ru/2017/06/04/reg-
szfo/vladimir-putin-vnedrit-cifrovye-tehnologii-vo-vse-

sfery-zhizni.html), emphasized the importance of 
developing the digital economy sector in Russia. The 
program for the development of the digital economy 
in any country in the world implies the introduction of 
new approaches in the regulation of public relations 
related to the circulation of computer information 

(IRWIN, 2018; LINKOV, 2018). That is why one of the main elements of the Russian state policy 
on the development of the digital economy is to ensure information security (Order of the 
Government of the Russian Federation of July 28, 2017, No. 1632-r "On approval of the "Digital 
economy of the Russian Federation” program), as the increase in the scale of "digitalization" of 
the economy entails increase in the role of protecting public and private information from 
criminal encroachments.  

The Internet came to Russia much later than to North America and Europe - in 1994 and was 
primarily considered as a tool for an independent information space that would not lead to 
negative consequences. The emergence of the Internet in Russia coincided with the era of 
openness and the dismantling of the institutions that control the dissemination of information 
in society. The first regulations providing for criminal liability for computer crimes appeared in 
domestic legislation only with the adoption in 1996 of the Criminal Code of the Russian 
Federation and the introduction of Chapter 28 “Crimes in computer information”. At the same 
time, computer crimes in our country were committed long before the entry into force of the 
Criminal Code of the Russian Federation. Probably the first well-known cybercrime in the USSR 
was the invasion of an automobile factory assembly line in 1983 (KONOVA, 1997).  
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Back then, the computer was just an object, means or instrument of various encroachments 
that could cover state and public security, crimes against personal and democratic rights, or 
crimes against property. 

Summarizing Russian scientific research in cybercrime, we can conclude that the majority of 
Russian articles and monographs on this topic present it as a total and inevitable threat to the 
modern order, the only way to combat which is to limit and control cyber relations 
(GAPONENKO, 2015). At the same time, opinions are expressed why this is impossible: the 
speed of development of high technologies, the income they bring, and other positive aspects 
of virtualization make such restrictions utopian (SAVIOTTI, 2018).  

After the enforcement of the Criminal Code of the Russian Federation, statistics reflected an 
extremely rapid growth in cybercrimes. If in 1997 only 30 of them were registered, then in 2000 
there were already 760 (DREMLIUGA, 2008), and in 2017 - 1883, and the total number of 
crimes committed using information and telecommunication technologies in 2018 reached 90 
thousand (The Prosecutor General's Office: the number of cyber frauds in the Russian 
Federation in 2018 increased by 7 times" Network edition “News. Economy", August 7, 2018). 
Most of the crimes (60-70%) were classified under Art. 272 of the Criminal Code of the Russian 
Federation. Crimes related to the creation, use, and distribution of computer viruses (Article 
273 of the Criminal Code of the Russian Federation) ranked second (DREMLIUGA, 2008). 
Violations of the rules for the operation of computers (Art. 274 of the Criminal Code of the 
Russian Federation) accounted for the smallest share among the total number of registered 
computer crimes (DREMLIUGA, 2008).  

At the same time, public opinion in the 90s and early 2000s did not recognize the danger 
behind cybercrimes. The concept of absolute freedom of dissemination of information that 
existed in society, limited only by the Criminal Code of the Russian Federation and industrial 
standards, low Internet penetration of the population and other factors led to a lack of control 
over the circulation of information on the Internet. Hackers were often recognized as genius 
people who, by accident or out of curiosity, violate the law, and their activities were not 
identified with crime, especially against the background of a sharp increase in violent crime 
inherent in Russia at that time (DREMLIUGA, 2014). 

During that period, the average annual growth in murders was 20%, and the growth of all 
crimes was 13%, while the population growth was 0.4% (BADOV, 2009). Organized crime 
posed a real threat: more than one hundred and fifty criminal groups controlled up to forty 
thousand state enterprises and 90% of private enterprises (KUZNETSOVA, 1994; GAVRILOV, 
2009). This led to the fact that law enforcement agencies threw their main resources not nearly 
into the fight against fledging cybercrime.  

The situation changed only after 2010, when the legislator put up a serious barrier to the illegal 
dissemination of information. The obvious solution was to create a legal framework that 
obliged Internet providers to restrict access to such information. A special government body 
was created responsible for restrictions in cyberspace - the Federal Service for Supervision of 
Communications, Information Technology and Mass Media, also known as Roskomnadzor 
(http://roskomnadzor.ru), acting in accordance with the "Temporary regulations for the 
execution of the state function of creating, forming, and maintaining a unified automated 
system” ("Temporary regulations for the execution of the state function of creation, formation, 
and maintenance of "Unified Register of the domain names, website references and network 
addresses that allow identifying websites containing information circulation of which is 
forbidden in the Russian Federation” (approved by Roskomnadzor on 01.11.2012).).  

In 2012, the Unified Register of the domain names, website references, and network addresses 
was developed and put into effect that allow identifying websites containing information 
circulation of which is forbidden in the Russian Federation (https://eais.rkn.gov.ru/faq/). It 
makes it possible, on the basis of a court decision, to add to this register the address of a site 
that distributes illegal content or information, and thereby carries out the so-called "filtering" 
of illegal content by hosting providers.  

 

It is charged with storing personal data of Russian citizens who use the services of foreign 
companies on servers physically located in Russia. The purpose of the innovation was to 

http://roskomnadzor.ru/
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overcome the problem of jurisdiction over digital data belonging to Russian citizens. The new 
regime was introduced by Article 18 of Federal Law No. 152-FZ "On Personal Data" in 2014, 
which states: "When collecting personal data, for example, via the Internet, the operator must 
ensure the recording, systematization, accumulation, storage, clarification (updating, 
modification) and extraction of personal data of citizens of the Russian Federation through 
databases located on the territory of the Russian Federation.  

In 2017, the legislator amended the Criminal Code with Art. 2741 "Inappropriate influence on 
the critical information infrastructure of the Russian Federation”. This article considered 
criminal “the creation, distribution, and/or use of computer programs or other computer 
information that are deliberately intended to improperly influence the critical information 
infrastructure of the Russian Federation, including for the destruction, blocking, modification, 
copying of information contained in it, or neutralization of means of protection of the specified 
information". Thus, Chapter 28 of the Criminal Code of the Russian Federation remains the 
main tool for combating crimes on the Internet.  Chapter 28 of the Criminal Code of the Russian 
Federation criminalized the most dangerous types of encroachments on relations in the digital 
economy, in other words, computer relations. These include:  

a) illegal access to computer information (Article 272 of the Criminal Code);  

b) creation, use, and distribution of malicious computer programs (Article 273 of 
the Criminal Code);  

c) violation of the rules for the operation of means of storage, processing, or 
transmission of computer information and information and telecommunication 
networks (Article 274 of the Criminal Code);  

d) unlawful influence on the critical information infrastructure of the Russian 
Federation (Article 2741 of the Criminal Code). 

That is, by no means all the acts which in literature mean crimes in cyberspace are included in 
the concept of "Crimes in computer information”. They recognize only those acts that infringe 
on public relations regarding the security of computer information. According to the Budapest 
Computer Crime Convention of November 23, 2001, such crimes are categorized as “crimes 
against the confidentiality, integrity, and availability of computer data”. 

The object of the considered crimes is public relations in ensuring confidentiality, integrity, and 
availability of computer information; the safety and security of storage, processing and 
transmission of such information. The subject is computer information; means for storing, 
processing or transmitting computer information; information and telecommunication 
networks; and terminal equipment. The concept of "computer information" is disclosed in note 
1 to Article 272 of the Criminal Code. It means information (messages, data) presented in the 
form of electrical signals, regardless of the means of their storage, processing, and 
transmission. 

The means of storing, processing, and transmitting computer information themselves are 
material carriers, regardless of the prevalence of their use. This includes floppy discs, hard 
drives, optical discs, memory cards, flash cards, external hard drives, etc. The tool for 
processing computer information is an electronic device designed for its automatic processing 
by performing tasks determined by a sequence of operations. In other words, a computer, not 
only a PC, but also everything that processes digital information (phone, camera, tablet, etc.), 
as well as an analog device (for example, an airplane autopilot). 

 

 

 

The objective side of acts committed in computer information can be expressed in the form of 
both actions (Articles 272, 273 of the Criminal Code) and inaction (Articles 274, 2741 of the 
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Criminal Code). All structures (except for the acts provided for in Part 1 of Art. 273 and Part 1 
of Art. 2741 of the Criminal Code) are material, and the consequences in the main elements of 
computer crimes are the destruction, blocking, modification, copying of computer information, 
major damage, and harm. 

Destruction of computer information means making it completely unusable for its functional 
purpose (for example, erasing it from a hard disk). Blocking information involves creating 
obstacles to free access to information while preserving the information itself. Modification of 
information is the introduction of any changes to the original information without the consent 
of the copyright holder. Copying information means its reproduction in any material form. 

In terms of subjective aspect, the creation, use and distribution of malicious computer 
programs (Article 273 of the Criminal Code), as well as illegal influence on the critical 
information structure of the Russian Federation (parts 1 and 2 of Article 2741 of the Criminal 
Code) suggests only a deliberate form of guilt. The rest of the computer crimes can be both 
intentional and negligent. 

The subject of crimes under Articles 272, 273 CC, is a person aged 16 and older. The subject 
of the crime under Article 274 of the Criminal Code is special. It can only be a person who is 
entrusted with the obligation to comply with the rules for the operation of storage, processing, 
transmission of computer information, information and telecommunication networks or 
terminal equipment. 

Qualified and especially qualified types of computer crimes are the same acts committed out 
of selfish interest, by a group of persons by prior conspiracy, by an organized group, by a 
person using his official position, causing or threatening with severe consequences. 

Note that since the introduction of an independent Chapter 28 "Crimes in computer 
information" into the Criminal Code of the Russian Federation, the problem of outdated 
terminology has remained quite serious. It was only on December 7, 2011, that the term 
"electronic computer" was excluded from all the norms included in the chapter, which 
significantly increased the scope of application of the relevant norms. Their version has also 
changed significantly. Art. 272 of the Criminal Code introduced a note revealing the concept 
of computer information, and in 2017 the chapter was supplemented with a new Article 2741 
(Inappropriate influence on the critical information infrastructure of the Russian Federation) of 
the Criminal Code of the Russian Federation. 

At the same time, the innovation gave rise to a number of new, legal problems. Their reason 
lies in the fact that any signals are directly related to information carriers and means of their 
storage. Thus, they can be electrical, electromagnetic, optical, etc. The Criminal Code of the 
Russian Federation, however, deals exclusively with electrical signals. Meanwhile, information 
is converted into an electrical signal only at the time of processing and its final transmission. In 
this regard, in the theory of criminal law, there is a proposal to clarify the wording, calling the 
electrical signal "final", i.e. already entered into the computing device.  

Judicial practice is faced with another problem when applying Article 273 of the Criminal 
Code. The previous version of this rule provided only such malicious programs that could 
obviously lead to criminal consequences. The criminal law has fought against illegal activities 
of a fairly limited circle of people (hackers, computer fraudsters, etc.). 

New version of Article 273 of the Criminal Code allows expanding the applicability of the norm 
to almost any user of unlicensed software. The article in its current form equated with malicious 
computer programs those that are designed to neutralize the means of protecting computer 
information (GAVRILOV, 2009). All so-called “patches”, “keygens”, “cracks” and similar 
software can now be considered malware (INOGAMOVA-KHEGAY, 2018). As a result, both the 
creators and distributors of "warez" software (which was the case before) and ordinary users, 
which are representatives of most of the Russian computer community, can be charged with a 
criminal offence under Article 273 of the Criminal Code.  

In accordance with the provisions of the resolution of the Plenum of the Supreme Court of the 
Russian Federation of April 26, 2007 "On the practice of consideration by courts of criminal 
cases on violations of copyright, related, inventive and patent rights, as well as on illegal use 
of a trademark" by dealers (distributors) of malicious software in the form of "unregistered 
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software" will be considered persons assisting in its distribution, for example, by placing a 
hyperlink to a resource where the file is physically stored. Considering the practice developed 
in law enforcement agencies, identifying the person who posts the link to the “hacked 
software” and bringing him to criminal responsibility will have little difficulty (BATURIN, 2011). 

One of the problematic issues in the process of qualifying computer crimes is their delimitation 
from related criminal acts. In particular, the question arises, whether it is legitimate to qualify 
the pirated replication of computer programs only under Article 146 of the Criminal Code, and 
the theft of funds using computer networks - only under Articles 158 and 159 of the Criminal 
Code. Or, in these cases, additional qualifications are also required under the articles on 
responsibility for computer crimes?Scientists have split over. Some of them believe that the 
computer in such situations is only a means of committing crimes, and therefore qualification 
by aggregate cannot take place (TROPINA, 2009). Others insist on the need for additional 
imputation of computer crimes (LYAPUNOV, 2009). 

The above situations seem to be an ideal combination of crimes. When non-cash money is 
stolen using a computer through unlawful access to legally protected computer information 
with subsequent modification or copying of this information, the attacker not only infringes on 
property relations but also harms another group of public relations related to ensuring the 
confidentiality of protected computer information. As a result, we have an ideal combination 
of crimes against property (Articles 158 and 159 of the Criminal Code) and in computer 
information (Article 272 of the Criminal Code). A similar set can be found in the case of 
copyright infringement by selling counterfeit copies of works obtained in the process of illegal 
access to protected computer information.  

A serious challenge is the widespread use of artificial intelligence systems - computer systems 
or programs that imitate one or more aspects of intellectual behavior, which have a higher 
degree of self-determination (autonomy) and independence from the will of the developer or 
user compared to other computer systems or programs. Some intelligent systems are capable 
of learning and self-learning.  

Already, such systems can be actively used to identify the weaknesses of potential victims of 
fraud, as well as to imitate human activities. Here are some small examples. One of the 
intelligent systems can, with a high degree of reliability, establish sexual orientation from a 
photograph of a person posted on social networks (New AI can guess whether you're gay or 
straight from a photograph <https://www.theguardian.com/technology/2017/sep/07/new-
artificial-intelligence-can-tell-whether-youre-gay-or-straight-from-a-photograph>(last 
accessed February 5, 2018). The  other  is  capable  of  recognizing  political  beliefs  and  
intelligence  (Face- reading  AI will be able to detect your politics and IQ, professor says 
<https://www.theguardian.com/technology/2017/sep/12/artificial-intelligence-face-
recognition-michal-kosinski> (last accessed February 5, 2018)). Such systems can be used to 
manipulate the will of the voter in elections (CHEN ET AL., 2017) and their use poses a 
significant social threat.  

There are intelligent systems that simulate a person's voice (https://lyrebird.ai/; 
https://www.technologyreview.com/the-download/610386/a-new-algorithm-can-mimic-your-
voice-with-just-snippets-of-audio/) or video image (https://www.fakeapp.org/; 
https://www.nytimes.com/2018/03/04/technology/fake-videos-deepfakes.html). They create 
audio and video recordings to manipulate people. That is, artificial intelligence systems are not 
just another computer tool for committing crimes. They threaten the entire existing public 
order, provoking an "information apocalypse" (Stover, 2018), in which fact becomes 
indistinguishable from fiction, and people stop trying to understand the difference. This 
undermines confidence in any information and can destabilize society. 

 

In general, we can conclude that modern Russian legal science has several theories established 
regarding the social danger of cybercrime. The first theory concerns the crime of 
cyberterrorism and its relationship with the general level of manifestation of extremism and 
terrorism both in Russia and around the world. Scientists note that modern advances in 
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scientific and technological progress increase the likelihood of using initially peaceful 
technologies as a means of conducting cyberattacks, and the creators of technologies 
sometimes don’t even realize such use to their detriment (SOLODOV, 2018).  

Views have been expressed that the increase in the sophistication of cyber terrorist acts is due 
to the fact that today cyber terrorists have a real opportunity to disrupt the normal functioning 
of critical state facilities (nuclear reactors, biological and chemical laboratories and other 
similar objects), which will entail an innumerable number of victims (SOLODOV, 2018). Still, 
the main forms of cybercrime are insult, defamation, and harassment (Hamby, 2018), followed 
by fraud (BATAEVA, 2016), blackmail and extortion, theft of funds, etc. (REEP-VAN DEN 
BERGH, 2018), and anarchist groups on the Internet, the so-called "Shadow Internet", are 
focused on the fight against intellectual property rights and censorship in general, rather than 
on hate crimes. Therefore, it is not always correct to mix cybercriminals and terrorists who use 
Internet power to propagandize and involve persons in real terrorist crimes, and do not agree 
with the identification of signs indicating an improvement in the technical equipment of 
cyberterrorists, and the separation of cyberterrorism as a "technological type of terrorism" 
(CULLEN, 2017).  

Another theory is to highlight the tendency for cybercrime to become a long-term factor in the 
political and economic process. According to its adherents, this is due to the lack of major 
successes in countering cybercrime over the past decade, the formation of new prerequisites 
for its further spread (DEMIANOVA, 2018; KOMLEV, 2018). Some researchers argue with this 
theory that the internetization of the population leads to a decrease in negative social activity, 
translating it into so-called "network wars" that have no real victims, or allowing people who 
are unable to improve their financial situation due to various social economic reasons, find 
remote work via the Internet, get financial support for their projects, improve the level of 
education through online training platforms, etc. (KISILEVA, 2018; KARABANOVA, 2012).  

Similar points of view existed when additional elements of crimes of incitement to suicide were 
introduced into the Criminal Code of the Russian Federation (Articles 1101 and 1102 of the 
Criminal Code of the Russian Federation), where the Internet and cyber technologies are 
among the means and methods of committing. Their authors noted, referring to statistics, that 
the ratio of suicides is inversely proportional to the spread of the Internet, since it is easier for 
a person to find support, communication of interests, psychological, social, financial and even 
legal assistance in the virtual space due to the absence of physical restrictions and the 
availability of information (DIUMAEVA).  

We would also like to note that the steady trend towards the distinguishing cybercrime as a 
separate form is in fact an evolution of existing crimes, namely the methods and means of their 
commission. Thus, in Russia, the erroneous qualification of such a crime as a violation of the 
inviolability of private life (Article 137 of the Criminal Code of the Russian Federation) under 
Article 272 of the Criminal Code of the Russian Federation (Illegal access to computer 
information), if the crime was committed using cyber technologies, or, more simply, through 
access to e-mail, social networks, instant messengers, etc. The reason, in our opinion, lies in 
the excessive criminalization of additional methods of committing crimes, or even entire 
compositions which indicate computer information, digital technologies, the Internet, etc. on 
the objective side. In addition, such technologies are often perceived by the legislator on a 
one-dimensional basis, without considering their originality and almost complete regulation 
by the current law due to the information basis of existence. An example of such relations can 
be not only computer information as such, but also cryptocurrency, unmanned aerial systems, 
blockchain, cloud technologies, virtual reality (DREMLIUGA, 2019; DREMLIUGA, IAKOVENKO, 
2019).  

In other words, at this stage of the development of law and its attempts to correspond to the 
transition of the world community to the era of digital technologies, science and practice 
increasingly face an erroneous perception of digital reality. For example, in the case of 
assessing the public danger of cyber terrorism, cybercrime, cyber espionage and terrorism are 
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often mixed into one type of criminal activity. Whereas, in our opinion, this point of view is 
dangerous and even destructive for legal and law enforcement activities, since it leads to the 
creation of conspiracy theories about a non-existent form of criminal organizations.  

Extremism on the Internet also seems to the legislator to be excessively socially dangerous, as 
its commission via the Internet, according to the legislator, aggravates the public danger of the 
act by virtue of practically unlimited public access to a publication or speech. We, without 
disputing the significance of the object of these crimes, nevertheless consider a different point 
of view expressed, for example, by M.I. Khalikov. He quite rightly asserts that the ideological 
component is important for separating extremism from other crimes, since “a certain ideology 
is the motivation for extremism as an activity” (KHALIKOV, 2008).   

Here, as with a number of other crimes, there is a serious misconception. Just as a hooligan 
motive is often misrepresented as a motive of political, religious, national, racial, and other 
hatred or enmity, or as a motive of hatred or enmity in relation to any social group, other 
structures (“classic” for criminal laws not only in Russia, but also foreign states) often acquire 
"doubles" in the form of avatar norms, highly imperfect in terms of the theory of criminal law 
prohibition.  Then deliberate harm or destruction of someone else's property is criminalized in 
relation to computer information as unlawful access, which entailed its destruction, and fraud 
receives a "duplicate clone" in the form of fraud in the field of computer information (Article 
159.6. of the Criminal Code of the Russian Federation), essentially representing a declaration 
punishable by a separate method of committing this crime. This legislative practice leads to 
the fact that such an article becomes casual, that is, requiring an explanation of its meaning for 
each specific case. The lack of proper interpretation can lead to both an unlawful refusal to 
initiate a criminal case, and to the prosecution of a person whose actions do not contain corpus 
delicti, or they have committed another act prohibited by the Criminal Code of the Russian 
Federation. 

Summing up, we note that the Russian Federation has recognized cybercrime as the main 
threat to state security and the stability of society. This is reflected both in the development of 
criminal-legal measures to combat cybercrimes and in preventive measures of an 
administrative nature. Objects of the so-called critical information infrastructure received 
special legal protection. The article also reviewed the social danger of some cybercrimes 
having been already liable to criminal responsibility. According to the legislator, the use of the 
Internet aggravates the social danger of the act. 

The study was carried out with the financial support of the Russian Foundation for Basic 
Research in the framework of research project No. 18-29-16129 
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O artigo trata do problema do 

combate ao cibercrime na 

Federação Russa no contexto de sua 

transição para a economia digital. A 

sociedade e o estado nos anos 90 e 

no início dos anos 2000 não 

reconheciam o perigo por trás dos 

crimes cibernéticos. O conceito de 

liberdade absoluta de divulgação de 

informações, que existia na época, e 

outros fatores levaram a um grande 

aumento do crime cibernético hoje. 

Os autores concluíram que a 

situação mudou apenas na última 

década, quando começaram a lutar 

contra o crime cibernético de forma 

abrangente. O artigo também 

discute a questão da delimitação de 

crimes cibernéticos de atos 

criminosos relacionados. A 

Federação Russa reconheceu o 

cibercrime como a principal ameaça 

à segurança do Estado e à 

estabilidade da sociedade. Isso se 

reflete tanto no desenvolvimento de 

medidas jurídico-criminais de 

combate aos crimes cibernéticos, 

como em medidas preventivas de 

natureza administrativa. Os objetos 

da chamada infraestrutura crítica de 

informação receberam proteção 

jurídica especial. O artigo também 

analisou o perigo social de alguns 

crimes cibernéticos já estarem 

sujeitos à responsabilidade criminal. 

 

The article deals with the problem 

of combating cybercrime in the 

Russian Federation in the context of 

its transition to the digital economy. 

Society and the state in the 90s and 

early 2000s did not recognize the 

danger behind cybercrimes. The 

concept of absolute freedom of 

dissemination of information, which 

existed at the time, and other 

factors have led to a high increase 

in cybercrime today. The authors 

concluded that the situation 

changed only in the last decade, 

when they began to fight against 

cybercrime in a comprehensive 

manner. The article also discusses 

the issue of delimiting cybercrimes 

from related criminal acts. The 

Russian Federation has recognized 

cybercrime as the main threat to 

state security and the stability of 

society. This is reflected both in the 

development of criminal-legal 

measures to combat cybercrimes 

and in preventive measures of an 

administrative nature. Objects of 

the so-called critical information 

infrastructure received special legal 

protection. The article also 

reviewed the social danger of some 

cybercrimes having been already 

liable to criminal responsibility. 

 

El artículo aborda el problema de 

la lucha contra el ciberdelito en la 

Federación de Rusia en el contexto 

de su transición a la economía 

digital. La sociedad y el estado en 

los años 90 y principios de los 2000 

no reconocieron el peligro detrás 

de los delitos cibernéticos. El 

concepto de absoluta libertad de 

difusión de información, que existía 

en ese momento, y otros factores 

han llevado a un alto aumento de la 

ciberdelincuencia en la actualidad. 

Los autores concluyeron que la 

situación cambió solo en la última 

década, cuando comenzaron a 

luchar contra el ciberdelito de 

manera integral. El artículo también 

analiza la cuestión de delimitar los 

delitos cibernéticos de los actos 

delictivos relacionados. La 

Federación de Rusia ha reconocido 

que el delito cibernético es la 

principal amenaza para la 

seguridad del Estado y la 

estabilidad de la sociedad. Esto se 

refleja tanto en el desarrollo de 

medidas penales-legales para 

combatir los delitos cibernéticos 

como en las medidas preventivas 

de carácter administrativo. Los 

objetos de la denominada 

infraestructura de información 

crítica recibieron protección 

jurídica especial. El artículo 

también revisó el peligro social de 

que algunos ciberdelitos ya estén 

sujetos a responsabilidad penal. 
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